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HNudopmanimoHHast naMsITKAa JVIs1 HECOBEPILICHHOJIETHUX 110 BONPOCam

KkuoOepoezonacHocTu B cet «MHTEpHED)

KoMnbloTepHBLIE BUPYCHI

KomnproTepHBbIid BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOrpamMM,
OTJIMYUTEIHHON OCOOCHHOCTHIO KOTOPOU SIBISIETCS] CIIOCOOHOCTh K Pa3sMHOXKEHHUIO
(konupoBaHuio). B gomosiHeHHME K STOMY, BUPYChl MOTYT MOBPEAUTH WU
MOJIHOCTBIO YHUUTOKUTH BCE (Pailyibl U TaHHBIC, TTOJJKOHTPOJILHBIE MOJIB30BATEIIO,
OT UMEHU KOTOPOro Obljia 3amyllieHa 3apakEHHAs [IporpamMma, a TaKkkKe MOBPEAUTh
WIN K€ YHUYTOXKUTH OINEPAIMOHHYIO CUCTEMY cO BceMu (aitnamu B uenom. B
OOJBIIMHCTBE CIIyYaeB PACHPOCTPAHSIIOTCS BUPYChl YEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOIrPaMM:

1. Hcnonb3yil COBPEMEHHBIE OINEPALMOHHBIE CHUCTEMBI, HMEIOLIUE
CEPBE3HBIN YPOBEHD 3alIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. [TocTossHHO ycTaHaBnuBail matuu (UU(POBBIE 3arUIaTKH, KOTOPbIE
ABTOMATHUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKHA MPOTpaMMbl) U JIpYyTrue
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opummanbHoro caira paszpadborunka OC. Ecaum  CylmecTByeT  pexuM
aBTOMATHUYECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. PaboTtait Ha cBoeM KOMIIbIOTEpE MO/ TpaBaMU TOJB30BATENsA, a HE
aIMUHHUCTpATOpa. ODTO HE IMO3BOJUT OOJBLIIMHCTBY BPEJOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCSA HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4, Hcnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE TPOAYKTHI HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

S. Orpannub (GU3MYECKUN NOCTYN K KOMIBIOTEPY ISl MOCTOPOHHUX
T

6. Hcnonb3yil BHENIHME HOCUTENW WH(pOpMAIMHU, Takue Kak (Ielka,
JIUcK WK ¢aiin u3 HTepHeTa, TOJBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

1. He oTkpeiBaii koMmnbloTepHBIE (haliiIbl, MOTYUYCHHBIE U3 HEHAIEKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpHIE MpUCTaT TBOM 3HAKOMBIH. Jlyurie yTouHu

y HETo, OTIPABJIsUI JIU OH TeOe uX.

Cern WI-FI

C nomometo WI-Fi MOXHO mony4ynTh O€CIIATHBIA WHTEPHET-IOCTYI B

OOIIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOPrOBBIX IIEHTPAaX U a’dpomopTax. Tak ke
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ABJISIETCA OTJIMYHOW BO3MOXKHOCTBIO BbIXOoAa B MHTepHer. Ho MHOrHMe sKcnepTsl
CUMTAIOT, 4TO obmienoctynabie WiFi cetn He SBISIOTCS 6€30MacHBIMU.

CoBeTbl 10 0€30MACHOCTH PA0OTHI B 00111e10CTYNHBIX ceTsix Wi-fi

1. He nepenaBaii cBoo JMYHYI0 MH(OpPMAIUIO yepe3 OOIIeOCTYITHbIE
Wi-Fi cetn. Pabotas B HUX, *KeJaTeIbHO HE BBOAMUTH IMAPOJIH JOCTYIIA, JOTHHBI U
KaKue-TO HOMEpa;

2. Hcnone3yit 1 OOHOBISIIT aHTUBHUPYCHBIE MPOTPaMMBI B OpaHAMay?3p.
Tem cambIM ThI 00€30MacHIb ce0s1 OT 3aKaYKH BHpPycCa Ha TBOE YCTPOUCTBO;

3. [Ipu ucnons3oBanuu Wi-Fi otkimoun dyskiuio «O0mmii 1octyn K
daiinam u npunTepam». [laHHas (QyHKIUS 3aKpbiTa MO yMOJYAHUIO, OIHAKO
HEKOTOPBIE MOJIb30BATENIM aKTUBUPYIOT €€ JJIsl y00CTBA UCIOJIb30BaHUs B paboTe
WM yueoe;

4, He ucnonw3yii nmyomuunbii WI-FI q1s mepenauud JNUYHBIX JaHHBIX,
HaIpuMep, ISl BBIX0J1a B COLIMAIBHBIE CETH WM B JJIIEKTPOHHYIO MTOYTY;

S. Hcnone3yil Tonpko 3ammuiieHHoe coeanHeHue yepe3 HTTPS, a ne
HTTP, 1.e. npu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOwmwisHOM Tenedone oTkimoun ¢pynkmuo «[logkmouenue k Wi-Fi
aBTOMaThuecknm». He pomyckail aBTOMaTH4YE€CKOrO MOAKIIOYEHHUS YCTPOMCTBA K

ceraM Wi-Fi 0e3 TBOero corJjiacus.

ConuajbHbIe CeTH

CormanbHasi CeTh - 3TO CAUT, KOTOPBIA NPEAOCTABIISIET BO3MOXKHOCTb JIFOJISIM
OCYILECTBIISITh OOIIEHUE MEXAy co0oil B mHTepHeTe. Yamie Bcero B HUX s
Ka)XJIOTO YEJIOBEKa BBIJIENAECTCS CBOSA JIMYHAs CTpPaHUYKa, HAa KOTOPOW OH
yKa3bIBaeT 0 cebe paznuuyHyr HHGOpMAIMIO, HaYWHAsS OT WMEHH, (pamMmwimu u
3aKaH4YMBas JIUYHBIMU (poTorpadusmu. MHOTHE TOIH30BATENIM HE TIOHUMAIOT, YTO
nHpopMalusi, pa3MeIIeHHas UMU B COIIMAIBHBIX CETSIX, MOXKET ObITh HalJieHa U
WCIIOJb30BaHA KEM YTroJHO, B TOM 4YHCJI€ He o00s3arelbHO C OJarumMu
HaMEpPECHUSIMH.

OcHOBHBIE COBETHI M0 0€30MACHOCTH B COLMATBHBIX CETHX:

1. Orpanudb CIUCOK JApy3eil. Y TeOs B JApPY3bsiX HE JOJDKHO OBITh
CJIyYalHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amuinai CBOIO YacTHYIO kKu3Hb. He ykaspiBail maponu, TeiaedoHbl,

aapeca, JaTy TBOErO0 POXICGHUS ©  JIPYryl0 JUYHYIO  HHGOPMAIHIO.
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37I0YMBIIIJIEHHUKU MOTYT UCIOJIb30BaTh Aake MH(OPMALIMIO O TOM, KaK Thl U TBOU
POIUTENH TUTAHUPYETE MPOBECTH KaHUKYJIBI,

3.  3ammumiail cBOIO pemyTaluio - JACpXKHU €€ B YHCTOTe U 3ajaBail cebe
BOIPOC: XOTEJN OBl ThI, YTOOBI IPYTUE MOJIB30BATENN BUIEIH, UTO ThI 3arpyKaeiib?
[Tonmymaii, mpesxe 4eM 4To-TO OIyOJIMKOBATh, HAIMCATD U 3arPy3UTh;

4.  Ecnu Tl TOBOpUIIBL C JIIOJBMH, KOTOPHIX HE 3HACIIb, HE MCIOJB3YH
CBO€ pEaJIbHOE HMs M JIPYTYIO JUYHYI0O WH(OpMALUU: UM, MECTO >KUTEIIbCTBA,
MECTO y4eObl U IpoUee;

5. N36erait pazmenienus gotorpaduii B aTepHeTe, rie Thl n300paxkeH
Ha MECTHOCTH, 10 KOTOPOIl MOXHO ONPEIEIUTh TBOE MECTOIIOJIOKEHHUE;

6. [Ipun peructpanyii B COLMAIBHONH CETH HEOOXOJIMMO HCIOJIb30BaTh
CJIO’KHBIE TIAPOJIH, COCTOAIINE U3 OYKB U U(DP U C KOINISCTBOM 3HAKOB HE MEHEE
8;

/. Jlng couuanbHOM CETH, HOYThl M JIPYrUX CaWTOB HEOOXOIUMO
UCIOJIb30BaTh pa3Hble maposu. Toraa eciu Te0s B3JIOMAaIOT, TO 3JI0YMBIIIJICHHUKU

NOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHbIC TeHLI'H

DJNEeKTPOHHBIE JIEHBI'M — 3TO OY€Hb YAOOHBIH CIIOCOO IUIaTeXel, OJHaKO
CYILIECTBYIOT MOILLIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JICHBIHU.

DJIEKTPOHHBIE IEHBIHM MOSIBUJIMCH COBCEM HETABHO U UMEHHO M3-3a 9TOTO BO
MHOTMX TOCyAapCTBax A0 CHX ITOP HE MPOMHUCAHO NMPO HUX B 3aKOHAX.

B Poccuu sxe oHU (YHKIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TJe
UX pa3AeisIIOT HAa HECKOJIBKO BUOB - aHOHMMHBIE U HE aHOHMMHBbIE. PasHuna B
TOM, YTO @HOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UIACHTU(UKALIMK  TOJb30BaTENsl, a B HE AHOHUMHBIX HJECHTU(DUKAIUU
M0JIB30BATEIS SIBISIETCS 00A3aTEIBHOM.

Taxxke crnemyer pasznuyaTh dJEKTPOHHbIE (UATHBIE JEHBIUW (paBHBI
rOCy/IapCTBEHHBIM BaJllOTaM) M D3JIEKTPOHHbIE HE(HUATHBIE JEHBIM (HE paBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI M0 0€30MaCHOK padoTe € JJIEKTPOHHBIMH ICHbIAMM:

1. [IpuBskn K cyeTy MOOWIBHBIA TenedoH. DTo camblii yAOOHBIN U
OBICTPBIA CcMOCOO BOCCTAHOBUTH JOCTyn K cuery. [lpuBsizaHHbIil TenedoH
MOMOJKET, eCiu 3a0y/ellb CBOW IUIATEXHBIM MApoJh WIM 3aijellb Ha CalT C

HC3HAaKOMOI'O YCTpOﬁCTBa;
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2.  Ucnonw3yit ogHopaszoBbeie mapoiu. [locie mepexona Ha yCHIEHHYIO
aBTOpM3alMI0 TeOe yke He OyZeT yrpokaTb ONACHOCTh Kpakl WJIM IepexBara
IUTATEKHOTO MapOIIs;

3.  Bnibepu cnoxnblii mapons. [IpectynHukam OyAeT HE IPOCTO yraaarb
CIIOKHBIA Taposib. HanexHele maposii — 3TO MapoiM, KOTOPbIE COIEpKaT He
MeHee § 3HAKOB M BKJIIOYAIOT B ce0sl CTPOUHBIE U MPOMUCHBIE OYKBBI, U(PHI U
HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HAK JoJuiapa, GyHTa, BOCKIUIATENbHBIN 3HaK U
T.n. Hanpumep, StROng!;;

4. He BBOJM CBOH JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HC JOBCPACIID.

DJIEKTPOHHAA MOYTA

DIIEKTPOHHAS MOYTa — 3TO TEXHOJOTHS U MPENOCTABISIEMBIE €10 YCIYTH I10
NEPECHUIKE U MOIYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUI, KOTOPhIE paCIpeaeaioTCs B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJIEKTPOHHBIM MOYTOBBIA SAIIUK BBITJISIAT
CIIEYIOIKUM 00pa3oM: UMsI_I0JIb30BATENA(@UMS_JIoMeHa. Takke KpoMe nepeiadu
IIPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh MEPEIaBaTh (Pailiibl.

OcHOBHBIE COBETHI 10 0€30MaCHON padoTe € JJIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mpaBWIIbHBIA MOYTOBBIA cepBuc. B MHTepHeTe ecTh
OTPOMHBIN BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIyUllle TOBEPSTH TEM,
KOTI'0 3HACIIb U KTO MEPBbINA B PEUTHHTE;

2. He ykasbiBaii B nuuyHON moute Ju4yHyro uHpopmanuto. Hampumep,
Jqy4uie BeIOpaTh «My3bIKanbHbIA _(haHaT@» niam «pok2013» BMecTo «Temal 3»;

3. Hcnonb3yid ABYX3TAIHYIO0 aBTOPU3AIMIO. DTO KOrJAa MOMUMO MapoJis
HY>KHO BBOJUTH KO/I, TpUChUIaeMbIil o SMS;

4, BriGepu cioxubIii maposs. [ Kakaoro MmoYTOBOTO SIITUKA JTOJHKEH
OBITh CBOM HAJECKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

S. Ecnu ecTp BO3MOXKHOCTH HAalMCaTh CaMOMY CBOW JIMYHBIM BOIPOC,
HCTIOJIb3YH 3TY BO3MOXHOCTb;

6. HNcnonb3yld HECKOJIBKO TMOYTOBBIX SIIUMKOB. IlepBhI 1yl 4acTHOU
NEPENUCKU C aJpecaTaMy, KOTOPbIM Thl JOBEPSACIIb. DTO JEKTPOHHBIA aJIpec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPALIMHU Ha PopyMax U calTax;

7. He otkpbiBaii (haiinel U ApyTrue BIOKEHHS B MUCbMaxX JaKe €CIM OHU
IOPUIIIA OT TBOUX Apy3el. Jlydile yTouHM y HUX, OTIPABISUIM JIM OHH TeOe ITH

(bhaisl;
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8. ITocne okoHuaHus pa6OTI>I Ha IMOYTOBOM CCPBUCC IICPCH 3aKPLITUEM

BKJIQJIKU C CATOM He 3a0y/1b HaXaTh Ha «BBIATI.

KuoepOyJJIMHT WJIM BUPTYAJLHOE U31€BATEJILCTBO

KubepOymnuHr —  mpeciefoBaHue  COOOLIEHUSIMH,  COAEp KAIlUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJIUTaHCTBO; colLlMajIbHOE
OOMKOTHUPOBAHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 110 00pbOe ¢ KNOEPOYVINHIOM:

1. He Opocaiics B 6oit. Jlydmmii crmoco0: MOcoBETOBaThCA Kak ceOs
BECTU M, €CJIM HET TOr0, K KOMy MOXXHO OOpaTUThCS, TO BHAyaj€ YCIOKOUTHCS.
Ecnu Thl HauHemb OTBEYaTh OCKOPOJICHHMSMU Ha OCKOPOJICHHS, TO TOJBKO €I
OO0JIBIIE Pa30KKEIb KOHPIUKT;

2. VYnpasnisii cBoeil kubeppenyTaimei;

3. AHOHMMHOCTH B ceTu MHUMas. CyIIeCTBYIOT CIIOCOOBI BBIICHUTD, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He cTout Bectn XyauraHckuii 00pa3 BUPTyalbHOU *U3HU. HTEpHET

(GuKcUpyeT BCe TBOM JEUCTBHS W COXpAHSIET UX. YJAIUTh UX OyJeT KpaiiHe

3aTPYyAHUTEIBHO;
S. Benu cebs BexxuBo;
6. Urnopupyit eauHu4HbI HeratuB. OAHOpPA30BbIE OCKOPOHUTEIbHBIE

cooOmIeHUsT Jyulle WrHopupoBatb. OOBIYHO arpeccusi MpeKpamaercss Ha
HavaJIbHOM CTaJuu;

1. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMH,
B COLIMAJBbHBIX CETAX €CTh BO3MOXKHOCTb OJIOKHPOBKH OTIHPAaBKH COOOIICHHUN C
OIPEJEIIEHHBIX a/IPECOB;

8. Ecnu Tb1 cBuzaerens kuOepOysumHra. TBow IeHCTBUA: BBICTYIUTh
IPOTUB TIpeciieloBaTeNsl, MOKa3aTh €My, YTO €ro JEWCTBHUS OLEHUBAIOTCA
HEraTHUBHO, MOJJIEPKAaTh KEPTBY, KOTOPOH HYy»XHA MCHUXOJOTMYecKas MOMOIIb,

COOOIIUTH B3POCIBIM O (DAKTE arpeCCUBHOTO TIOBEJCHHUS B CETH.

MoouanLHbIN TeJaedoH

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJTHE B3POCIIbIT
GyHKIIMOHAT, U TEMmepb OHU MOTYT KOHKYpUpPOBAaTh CO CTallMOHAPHBIMU

KOMIIBIOTCpaMU. OI[HaKO, CpCACTB 3alllUThI IJIA HOI[O6HBIX YCTpOfICTB IIOKa O4YCHb
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Mano. TecrmpoBaHMe M TIOMCK YA3BUMOCTEM B HHMX IIPOMCXOIUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To ske camoe kacaeTcst 1 MOOMITBbHBIX TIPHUIIOKCHHM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl yX€ MNPAKTHUYECKH JOTHAIH
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacuIMpeHue (QyHKIMOHAJIa BIJIEYET 3a COOOM
OO0JIBILIYIO CIIOKHOCTh U MEHBIIYIO 3aIIUILEHHOCTb.

Jlameko HEe BC€ MPOM3BOAMTENHN BBITYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOIINE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHoBHBIE COBeTBI 151 0€30ACHOCTH MOOMJIBHOIO TeJie()oHA:

1. Byaw ocTtoposkeH, Beib Koraa Tede npeiararoT OecIIaTHbI KOHTEHT,
B HEM MOTYT OBITh CKPBITHI KAKHUE-TO IUIATHBIE YCIIYTH;

2. Hywmaii, npexzae yem otnpaBuTh SMS, ¢poro wim Bumeo. Tsl TOUHO

3HAEIllb, I/I€ OHU OYJyT B KOHEUHOM UTOre?

3. Heo6xo01uMo 0OHOBIIATE ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
4, Hcnonb3yil aHTUBUPYCHBIE MPOTPAMMBbI JJ11 MOOWIJIBHBIX TeJIe(POHOB;
S. He 3arpyxail nmpuioxeHuss OT HEM3BECTHOTO HCTOYHUKA, BEIAb OHU

MOTYT COJIepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUEHHE;

6. [locne TOro Kak Tbl BBIMAEHIL C CaWTa, TJ€ BBOAWI JIMYHYIO
nH(popMaluio, 3aiiiu B HACTPOIKK Opay3epa u yaanu cookies;

7. [lepuonnueckn npoBepsAld KaKue IUIATHBIE YCIYI'M aKTUBUPOBAaHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOil HOMEp MOOMJIBHOTO TeNEePOHA TOJIBKO JIFOJISIM, KOTOPBIX
ThI 3HACIIb U KOMY JTOBEPSIEIIIb;

9. Bluetooth nomxeH ObITh BBIKIIOYEH, KOTAA Thl UM HE MOJb3YEUIbCS.

He 3a0b1Bait mHOT1a IPOBEPSATH ITO.

OUINMHT WJIH Kpaka JIHTYHbIX TaHHBbIX

I'maBHas menp ¢GumUHT - BUAa VHTEpHET-MOIIEHHUYECTBA, COCTOUT B
MOJTYYCHUHM KOH(PHUIACHITMATBHBIX JaHHBIX TOJb30BaTENIed — JIOTHHOB M ITapOJICH.
Ha anrmmiickom s3eike phishing umrtaercs kak Qummar (ot fishing — priOHas
JIOBJIS, password — mapoJin).

OcHOBHBIE COBETHI IO 00PHOE C PUILIUHIOM:

1. Cneam 3a CBOMM aKKayHTOM. EcCiHM Tkl MOJ03peBaciib, YTO TBOS
aHkeTa ObUIa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBaTh €€ U COOOIIUTh

aIMIHHUCTpATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;



[ e e e s ]

2. Hcnone3yit Oe3omnacHble BeO-CalThl, B TOM 4YHCJE, WHTEPHET-
Mara3uHOB U TTIOMCKOBBIX CHCTEM;

3. Hcnone3yit clnoxHBIE W pa3Hble mapoid. TakuM oOpazoMm, ecnu Teds
B3JIOMAIOT, TO 3JOYMBINIJICHHUKH IOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
po(UITIO B CETH, a HE KO BCEM;

4, Ecnmu T1ebst B3moManu, TO HEOOXOIUMO MPEAYIPEANTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE T0OABICHBI y T€OS B IPY3bsAX, O TOM, UYTO T€OS B3JIOMAIU H,

BO3MOXHO, OT TBOCTrO UMCHHU 6YI[CT pacColIaThbCA ClIaM U CCBIJIKK Ha (I)I/IHII/IHFOBBIG

CaWTHhI;
S. VYcranosu HagexHbId napodib (PIN) Ha MOOMIBHBIM TenedoH;
6. OTKIII0YM COXpaHeHHEe napoJisi B Opaysepe;
7. He oTkpbiBaii (haiiel U ApyTrHe BIOKEHHS B MMMCbMAaxX JaKe €CIIM OHU

NPUILUIM OT TBOUX Apy3el. Jlydille yTOYHM y HUX, OTIPABISIM JU OHU TeOE 3TU

Gbab.



